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	[bookmark: TableColumn]Overview
[bookmark: OverviewCountry]Country or Region: United Kingdom, France
[bookmark: OverviewIndustry]Industry: IT Services, Consulting

Customer Profile
[bookmark: OverviewCustomerProfile]Logica is an IT Services company headquartered in Reading, UK. Its 39,000 employees in 36 countries deliver business consulting, systems integration, and outsourcing services to customers worldwide.

Business Situation
[bookmark: OverviewBusinessSituation]Logica lacked a single administrative console to manage their discrete security and desktop client management infrastructure. Admins lacked visibility into system issues leading to lost productivity.

Solution
[bookmark: OverviewSolution]Logica selects Forefront Endpoint Protection and System Center Configuration Manager to consolidate security and desktop client management, improve security and visibility, and lower ownership costs.

Benefits
[bookmark: OverviewBenefits]TCO lowered by U.S.$165,000 per year
Lowers ownership cost by 25% via unified management
Improves endpoint protection to reduce issues by 50%
Gains greater reporting insights
Increases user satisfaction

	
	
	[bookmark: DocumentIntroduction]“With FEP and Configuration Manager, we don’t have to manage multiple products. Having all [capabilities] in one is a big benefit.”
[bookmark: DocumentIntroductionCredit]Laurent Fuzellier, Infrastructure Manager, Logica


	
	
	
	[bookmark: DocumentFirstPageBody]With operations in 36 countries, Logica provides information technology and business consulting services to clients worldwide. The company’s operations in France support a quarter of the total employees and manage some of the largest clients in Europe. Logica had multiple security vendors, each with a discrete infrastructure, making it difficult and inefficient to protect users. The company was eager to consolidate its IT infrastructure and gain tighter control over its assets. In 2010, Logica began upgrading their desktop security solution to Microsoft® Forefront® Endpoint Protection 2010 and System Center Configuration Manager 2007 to gain greater operational efficiencies via convergence of desktop security and management. Through this upgrade, Logica expects to increase system protection, improve reporting insights, and reduce systems ownership cost; resulting in U.S.$165,000 annual savings.


	
	
	
	

	
	
	
	


	
	
	
	




Situation
[bookmark: DocumentSituation]Logica is a business and technology services company founded in 1969 and headquartered in Reading, United Kingdom. Over the last 40 years, the company has expanded its operations to 36 countries worldwide.  Logica’s 39,000 employees provide information technology services, including business consulting, systems integration, and IT and business process outsourcing services to clients across the world. The company earns almost 85% of its revenue from serving a few large businesses in Europe, and nearly a quarter of Logica’s European operations are managed from the France offices. 

Recognized as experts in security and infrastructure management consulting, it was critical for Logica to establish a tight control over its own infrastructure. In France, the company adopted Microsoft® Forefront® Client Security (FCS) in 2008 to protect its 8,000-desktop infrastructure, which was subjected to almost 20 desktop security threats daily. However, other offices were not as standardized.  As a company that has grown via a number of acquisitions over the last decade, Logica was dealing with multiple versions and brands of security software in its other global branches. These included security products from Symantec, McAfee (now part of Intel Corporation), and F-Secure. Each of these products required discrete security management servers for update and configuration deployment, reporting, and quarantine management tasks. 

As with most organizations, Logica was faced with managing and supporting separate infrastructures for desktop client management and security management. The system software updates and patch distribution for its desktop clients was managed in different locations using either Microsoft Windows Server® Update Services (WSUS) or Microsoft Systems Management Server 2003 (SMS). FCS management servers were deployed in France to manage distribution of security agents and signature files. For reporting and tracking configuration compliance on a routine basis Logica used Microsoft Operations Manager (MOM) capabilities that are part of FCS. 

In France, Logica had separate IT teams comprised of 70 security, network, and system administrators. The company also relied on a dedicated technical team and support desk that would respond to desktop related issues. 

On top of having to manage these multiple security systems, a major challenge for Logica’s IT administrators was the lack of visibility. Each system reported only information each managed, and the admins lacked real-time data on security incidents and the ability to generate and consult system reports, leading to longer troubleshooting times. Without real-time data on security issues, Logica’s IT admins lost 15 minutes or more each time they had to attend to the few machines that were shown as still being infected after the issue had been already resolved.

Solution
[bookmark: DocumentSolution]Given the complexity of their existing environment, consolidating their desktop security infrastructure became the primary goal for Logica. The company was also looking for ways to simplify and centralize its desktop clients and security management tasks by using a single management console that would provide timely and accurate reports that Logica’s IT admins could use to gain better visibility over their IT infrastructure.

For Logica, the decision to adopt FCS in 2008 was driven by the product’s good security capabilities. However, faced with a complex security infrastructure, the company also felt the need for a unified solution, which would provide its IT team with good management and reporting capabilities. In 2010, Microsoft launched Forefront Endpoint Protection 2010 (FEP), the next generatio (
“FCS 
client 
was a 
good 
V1 product. FEP brings feature improvements by providing good security, plus the great management benefits.”
Philippe Keit, Worldwide Forefront Project Manager, Logica
)n release of FCS. Because FEP is built on System Center Configuration Manager 2007 (Config Mgr), migrating all the different desktop security solutions to FEP would allow Logica to use a common infrastructure to manage their desktop security as well as operations.  As Philippe Keit, Logica’s Worldwide Forefront Project Manager, states, “FCS client was a good V1 product. FEP brings feature improvements by providing good security, plus the great management benefits.”

Logica began rolling out Configuration Manager 2007 in the last quarter of 2010 – early in the Microsoft Forefront Endpoint Protection 2010 Technology Adoption Program (TAP). Subsequently, as a part of its Microsoft license renewal, Logica migrated some of their security servers to FEP with an initial deployment goal of covering the 8,000 clients that are managed out of France, which the IT group in France expects to complete by end of 2011.

Because of scalability improvements in FEP, Logica will be able to move their multiple management servers in separate countries to a single centralized server, making FEP installations much easier and cost effective compared to their previous deployments. 
 
Benefits
[bookmark: DocumentBenefits]By upgrading their IT systems to Forefront Endpoint Protection and System Center Configuration Manager 2007, Logica aims to lower its total ownership costs by U.S.$165,000 per year, gain tighter control over their IT infrastructure, and reduce system incidents to keep users safe and productive.

Lower Ownership Costs through Unified Management
Logica’s existing IT systems required the company to purchase and maintain separate hardware and software solutions for desktop security and management, recruit multiple administrative teams, create and manage different sets of policies, and take a different set of actions whenever a system incident occurs. However, with FEP and System Center Configuration Manager, Logica will be able to phase out their existing security and management products and create new operational efficiencies via a single console for endpoint management and security.  States Laurent Fuzellier, Logica’s Infrastructure Manager, “With FEP and Configuration Manager, we don’t have to manage multiple products. Having all [capabilities] in one is a big benefit.” 

As the company rolls out these unified management tools worldwide, they will continue to consolidate applications, processes, and infrastructure to lower the total system ownership costs. Whereas now each country maintains a server for distribution of patches and signature files, Logica will be able to combine and move all of these tasks to one set of servers that will be centrally located in India. This dedicated team will also serve as a central site for identification and resolution of all security attacks worldwide.  By having a central mechanism for deploying patches and implementing policies, Logica expects the labor costs to be reduced to a quarter of the current costs; resulting in a savings of at least U.S.$24,000 per year from the patch management activity alone. 


Improved Endpoint Protection
	“Logica has a lot of remote consultants. System Center Configuration Manager will help us gain better control of these assets that aren’t always connected [to the local network].”
Laurent Fuzellier, Infrastructure Manager, Logica



	“Before we didn’t have any idea regarding the issues.  Now we have the information available and we can act on it.  We may spend more time reviewing the reports, but spend a lot less after.”

Philippe Keit, Worldwide Forefront Project Manager, Logica






Forefront Endpoint Protection allows Logica to reduce the number of security incidents using the product’s improved threat detection capabilities. FEP extends the protection capabilities in FCS by bringing in new features such as behavioral threat detection, vulnerability blocking, and network based protection via Windows Firewall management. Most desktop vulnerabilities are a result of poor system configuration on clients. Logica currently has 80% mobile assets (or laptops), and almost 40% of these devices being remote at any given time, making it difficult for security administrators to effectively manage configuration data and security updates on all their assets. FEP, in combination with the Configuration Manager, makes it easier for Logica’s IT administrators to control all their assets, whether local or remote, and ensure that they are configured with the latest patches and system updates.  Fuzellier states, “Logica has a lot of remote consultants. System Center Configuration Manager will help us gain better control of these assets that aren’t always connected [to the local network].” 

Before using FEP, the group in France was subjected to an average of 20 security attacks per day. Post FEP deployment, this number has reduced by almost 50%. Considering a minimum of 20 minutes that is typically required for the IT admins to resolve a security issue, the reduction in the system incidents will result in an annual IT labor savings of a minimum U.S. $122,000 worldwide, plus additional productivity benefits related to reduced end user downtime.

Greater Insights through Reporting
 (
Savings from improved endpoint
 
protection
 with FEP 2010.
 
)[image: ]Logica is already realizing significant benefits from the reporting insights gained via FEP’s integration with Configuration Manager. The combination of these products offers Logica’s security and system administrators with a unique, consolidated view into the health and protection status of users systems. With Configuration Manager, Logica’s IT admins see improvements from virtually no reporting to new reporting processes that allow them to take more informed and educated actions in response to system events. The admins consult reports every day and have greater visibility into deployment issues, the status of client machines, and any security issues. The insights available beforehand also helps them reduce time required in troubleshooting these issues.  Keit says, “Before we didn’t have any idea regarding the issues. Now we have the information available and we can act on it. We may spend more time reviewing the reports, but spend a lot less after.”

Logica finds that the information available now is more accurate and real-time, thus eliminating misreported system incidents that they had to deal with before. Cutting down on the incident numbers, where machines were shown as infected after the issue had been previously resolved, allows Logica to save at least 15 minutes each incident in attending to such issues. This results in a minimum annual labor savings of approximately U.S.$18,000.

Increased User Satisfaction
Apart from providing improved security and ensuring that the systems are up and running without any troubles, FEP also helps keep employees satisfied and productive with scanning that has a low impact on the system performance.  Says Keit, “Memory usage is quite important. Before, lots of resources were utilized during scan which slowed down the machine. Now, users are more satisfied, and able to continue working.”
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Software and Services
Microsoft Forefront Endpoint Protection 2010
Microsoft System Center Configuration Manager 2007 R2
) (
This case study is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS SUMMARY.
Document published 
April 2011
) (
For More Information
For more information about Microsoft products and services, call the Microsoft Sales Information Center at (800) 426-9400. In 
Canada
, call the Microsoft Canada Information Centre at (877) 568-2495. 
Customers in the United States and Canada who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234.
 Outside the 50 
United States
 and 
Canada
, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to:
www.microsoft.com
For more information about 
Logica plc
 products and services, call 
+44 20 7637 9111
 or visit the 
w
ebsite at:
 
www.logica.com
)Microsoft Forefront Product Portfolio
[bookmark: ProductBoilerplateText]The Microsoft® Forefront™ comprehensive line of business security products provides greater protection and control through integration with your existing IT infrastructure and through simplified deployment, management, and analysis. Forefront is a comprehensive solution that helps provide protection for the client operating system, application servers, and the network edge. 

For more information about the Forefront product portfolio, go to: 
www.microsoft.com/forefront 
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